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1. Introduction

1.1. Overview

The “Smart Card” in use at Public Debt is integrated with the standard Public Debt Identification badge.
The “Smart Chip” is located under the Treasury seal on the front of the card. The technologies
incorporated in this chip are the same technologies used in the Electronic Treasury Enterprise Card (E-
TREC) program.
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Figure 1

Some things to remember about your new ID card:
e Try not to touch the gold chip contacts on the card with your fingers. The oil from your skin
may cause corrosion of the contacts over a period of time, which can prevent the chip from
working with the reader. If touched, simply wipe the chip off with a smooth dry cloth.

e Do not bend the card for any reason as this can damage the Smart Chip.

e Try to avoid sharp objects and magnets coming in contact with the card.



1.2. Obtaining your new Smart Card

If you have not already received your Smart Card, one must be requested from the Physical Security
branch.

A Physical Security Specialist issues identification cards to employees, contractors, and no escort
required visitors. Prior to issuing an identification card, a PD F 5402 E (Personal Information Sheet) has
to be completed and a background investigation will have to be initiated since these cards allow

unescorted access into Public Debt facilities.
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1.3. Lost or Stolen Smart Card

In the event that you lose your card, or it is stolen, it is extremely important that you first notify the
Physical Security branch immediately so your ID Card may be deactivated within the physical security
system.

When an identification card is lost or stolen the security guard will issue a temporary badge to allow
access to the building. In cases where the card is lost or stolen, it is the employee's responsibility to
notify Security at extensions 7573 or 6341 or email “Security (Physical)” as soon as possible. A Security
Specialist will issue a new card and deactivate the old card to prevent it from being used by unauthorized
personnel.

Afterwards, you must contact your Information Systems Security Representative (ISSR)/Fiscal Service
Registration Authority (RA) to have your certificates on the card revoked.

Once this has been completed, you will be placed in “key recovery”, a process to re-retrieve your
certificates onto a new Smart Card.

Fiscal Service Public Key Infrastructure 6



1.4. Temporary Cards

Temporary cards are issued to Public Debt employees that have forgotten their identification card. These
cards are issued by Public Debt Security Guards after verifying the individual's identity to ensure they
are authorized to enter Public Debt facilities. Temporary cards are valid for one day and must be
returned to the Security Guard when leaving the facility at the end of the day.

These cards are Not Smart Cards, and your certificate will not be available on these cards.
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2. Software Installation

All software relating to the older Public Debt “BPD CA” should be de-installed from your system. This
includes “Entrust Desktop Solutions” and the 3.6 version of the VPN Client.

Once you have your new Smart Card, you will need to install the Smart Card middleware that is used to
communicate with the Smart Chip. This software is called ActivCard Gold. You will also need to install
software that manages the certificate on the smart card. This software is called the Entrust Entelligence
Security Provider. After the installation of your software, and while you perform the Smart Card
Initialization, you will need to import two Certificate Authority (CA) certificates to the Smart Card.

The software may be obtained multiple ways. Distributed Systems Branch can provide you with a CDROM
titled “ActivCard Gold & Entrust Entelligence Security Provider” containing the software and CA
Certificates, or you can download the software from Public Debt’s FTP site using the URLs below:
ActivCard Gold:

ftp://ftp.publicdebt.treas.gov/fiscalca/Middleware/ActivCard Gold 2.3.1.exe

Entrust Entelligence Security Provider:

ftp://ftp.publicdebt.treas.gov/fiscalca/Desktop/fiscalca eesp activcard 1.0.exe

CA Certificates

ftp://ftp.publicdebt.treas.gov/fiscalca/cacertificates/rootca.cer
ftp://ftp.publicdebt.treas.gov/fiscalca/cacertificates/fiscalca.cer

Public Debt VPN Client

ftp://ftp.publicdebt.treas.gov/fiscalca/bpdvpnclient.exe

Fiscal Service Public Key Infrastructure 8


ftp://ftp.publicdebt.treas.gov/fiscalca/Middleware/ActiveCard_Gold_2.3.1.exe
ftp://ftp.publicdebt.treas.gov/fiscalca/Desktop/fiscalca_eesp_activcard_1.0.exe
ftp://ftp.publicdebt.treas.gov/fiscalca/cacertificates/rootca.cer
ftp://ftp.publicdebt.treas.gov/fiscalca/cacertificates/fiscalca.cer
ftp://ftp.publicdebt.treas.gov/fiscalca/bpdvpnclient.exe

2.1. ActivCard Gold

1. If you obtained a CDROM containing the software from Distributed Systems Branch, insert the
CDROM into your computer. The Microsoft AutoPlay feature should automatically execute the
run.exe file in the root directory of the CDROM. Once the “ActivCard” dialog appears, select
“Install Product”.

If you did not receive a CDROM, and you downloaded the software via the Public Debt FTP site,
browse to the location where you saved the software and double click on
"ActivCard_Gold_2.3.1.exe", then select “Setup” in the “WinZip Self-Extractor” dialog.

= ActivCard

ActivCard

ActivCard Gold version 231

View Documentation

Browse CD-ROM

| Exit l
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2. An “InstallShield Wizard” dialog will appear providing a notification that it is preparing to install the
software on your computer.

InstallShield Wizard

@ Preparing to Install...
X 1 ActivCard Gold Setup iz preparing the [nstallShield ‘wizard,

which will guide you through the program setup process.
Pleaze wait,

Checking Operating System Yersion

3. Inthe “ActivCard Gold 2.3.1 — InstallShield Wizard” welcome dialog, select “Next”.

i ActivCard Gold 2.3.1 - InstallShield Wizard Al=13

Welcome to the Installshield Wizard for
ActivCard Gold

ActivCard Gold Setup is preparing the InstallShield Wizard
which will guide you through the program setup process,
Please wait.

< Back Besk = - cCancel
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4. Inthe “ActivCard Gold 2.3.1 — InstallShield Wizard” License Agreement dialog, select “I accept the
terms in this license agreement”, then select “Next”.

i ActivCard Gold 2.3.1 - InstallShield Wizard

License Agreement - ._IJ

Please read the follwing license agreement carefully,

ACTIVCARD GOLD™ ~
ACTIVCARD - LICENSE AGREEMENT

IMPORTANT - READ CAREFULLY BEFORE OPEMING SOFTWARE
PACKET(Z) ANDVOR IMSTALLING, COPYING OR OTHERWISE USING,
E=CEPT A PROYIDED HEREIN, THE FOLLOWING TERMS AMD
CONDITIONS OF USE APPLY. BY OPENING THE PACKET(Z) ANDIOR BY
INSTALLIMG, COPYING OR OTHERWISE USING THE SOFTYWARE, THERE
IS ACCEPTAMCE OF THE FOLLOWING:

(31 accept the kerms in the license agreement:

(31 da nat accepk the terms in the license agreement

[ < Back “ Mext > ] [ Cancel ]

5. Inthe “ActivCard Gold 2.3.1 — InstallShield Wizard” Customer Information dialog, enter Your
Name in the “User Name” field, and “Bureau of the Public Debt” in the “Organization” field, then
select “Next”.

i ActivCard Gold 2.3.1 - InstallShield Wizard

Customer Information L ol

Please enter your information.

User Mame:

|Babs EB. Jensen

Qrganization:
|Bureau of the Public Debt|

< Back ” ek = ] [ Cancel
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6. Inthe “ActivCard Gold 2.3.1 — InstallShield Wizard” Setup Type dialog, select “Typical”, then
select “Next”.

i ActivCard Gold 2.3.1 - InstallShield Wizard

Setup Type

Chaoose the setup bype that best suits vour needs.,

Please select a setup type.

&ll pre-selected default Features will be installed.

) Custom

Choose which program Features ywou want installed and where they
will be installed. Recommended For advanced users.

[ < Back “ Mext > ] [ Cancel ]

7. Inthe “ActivCard Gold 2.3.1 — InstallShield Wizard” Ready to Install the Program dialog, select
“Install”.

i ActivCard Gold 2.3.1 - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko beain installation.

Click. Install to begin the installation.

If wou want ko review or change any of your installation settings, dick Back, Click Cancel to
it the wizard,

< Back “ Install 1 [ Cancel
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8. The Middleware will be installed on your system. After a few moments the “ActivCard Gold 2.3.1 —
InstallShield Wizard” dialog may disappear, and you may notice another informational dialog with
the notification “Installation in progress. Please wait.”

i ActivCard Gold 2.3.1 - InstallShield Wizard

Installing ActivCard Gold ‘

The program Features you selected are being installed.

Please wait while the Installshield wWizard installs ActivCard Gold, This may
take several minutes,

Status:

@ Inztallation in progress. Pleaze wai.

9. Inthe “ActivCard Gold 2.3.1 — InstallShield Wizard” InstallShield Wizard Completed dialog, de-
select “Show the readme file”, then select “Finish”. Please proceed with the next section to install
the Entrust Entelligence Security Provider.

i ActivCard Gold 2.3.1 - InstallShield Wizard X

InstallShield Wizard Completed

The Installshield Wizard has successfully installed ActivCard
Gold. Click Finish to exit the wizard,

Show the readme file

Fiscal Service Public Key Infrastructure
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2.2. Entrust Entelligence Security Provider

1. If you obtained a CDROM containing the software from Distributed Systems Branch, browse to the
CDROM, then to the “Fiscal Service CA” directory. Double click on
“fiscalca_eesp_activcard 1.0.exe”

If you did not receive a CDROM, and you downloaded the software via the Public Debt FTP site,
browse to the location where you saved the software and double click on
“fiscalca_eesp_activcard 1.0.exe”

EE EBX
File  Edit Wiew Favorites Tools  Help ﬂ!'
@ Back - \u/] L? /':W Search li. Faolders v
address |@ E:\ vl i
_ Mame Size  Type

s £ I
CD Writing Tasks o Application

(FF irike these files to CD & run.exe 76 KB Application

File and Folder Tasks

: }run.ini 1 KB Configuration S8
@ Publish this Folder to the
‘Weh
= Folder
l=d Share this Folder
[Cbin Folder
o) Fiscal Service CA Folder
Other Places
Icon

g My Computer

[ My Documents @F\ctivCard.ico 3KE Icon
% My Metwork Places

Setup Information

Details }autorun.inf 1KE Setup Informati

< I *

2. Inthe “WinZip Self-Extractor” dialog select “Setup”.

WinZip Self-Extractor - fiscalca_eesp_activcard_1.0.exe

= Fizcal CA customized Entrugt Entelligence Secunty
Provider for ActivCard Gold

Cancel

[Cieered
_ g |

Aot
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3. Inthe “Entrust Entelligence Security Provider Setup” welcome dialog, select “Next”.

i Entrust Entelligence Security Provider Setup E|§|g|

Welcome to the Entrust
Entelligence Security Provider
Installation Wizard

Itiz strongly recommended that pou exit all Windows programs
before running this setup program.

Click Cancel to quit the setup program, then close any programs
you have wnning.  Click Mest to continue the installation.

WARMIMG: Thiz program is protected by copyright law and
international treaties.

Unauthonized reproduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the masimum extent possible under lavs,

[ Hemt> [ Canicel ]

4. Inthe “Entrust Entelligence Security Provider Setup” License Agreement dialog select “I accept the
license agreement”, then select “Next”.

i Entrust Entellipence Security Provider Setup

License Agreement

o must agree with the license agreement below to proceed.

ATTENTION: THIS IS A LICENSE, NOT A SALE. THIS SOFTWARE IS &
PROVIDED UNDER THE FOLLOWING LICENSE THAT DEFINES WHAT
YOU MAY DO WITH THE SOFTWARE AND CONTAINS LIMITATIONS ON
REPRESENTATIONS, WARRANTIES, CONDITIONS, REMEDIES, AND
LIABILITIES. IF ¥OU OBTAINED THIS SOFTWARE IN THE UNITED
STATES, "ENTRUST" SHALL MEAN ENTRUST, INC. IF ¥OU OBTAINED
THIS SOFTWARE OUTSIDE OF THE UNITED STATES, "ENTRUST"

SHALL MEAN ENTRUST LIMITED. "AFFILIATES" OF ENTRUST SHALL
MEAN ALL CORPORATIONS CONTROLLED DIRECTLY OR INDIRECTLY
BY ENTRUST, INC.

Entrust Entelligence [Th] Security Provider for the Windows [R] w

(53 accept the license agreement
(231 do not accept the license agreement

[ ¢ Back " Mest > ] [ Cancel
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5. Inthe “Entrust Entelligence Security Provider Setup” User Information dialog, enter Your Name in
the “Full Name” field, and “Bureau of the Public Debt” in the “Organization” field, then select
“Next”.

i& Entrust Entelligence Security Provider, Setup

User Infermation

Enter the fallowing information to personalize pour installation.

Eull Mame: |Babs B. Jenzen

Organization; |Buleau of the Public Deby

The settings for thiz application can be installed for the current uzer or for all uzers that
share thiz computer. “rou must have administratar rights ta inztall the settings for all
uzers. |nstall this application far:

(%) Anyone who uses this computer

() Only for me [curent wzer)

[ < Back " Mext > ] [ Cancel ]

6. In the “Entrust Entelligence Security Provider Setup” Destination Folder dialog select “Next”.

i& Entrust Entelligence Security Provider Setup

Destination Folder

Select a folder where the application will be installed,

The Inztallation ‘wizard will inztall the files far Entrust Enteligence Security Provider in
the following folder.

Toinstall into a different folder, click the Browse button, and select another folder,

You can chooze not to install Entrust Entelligence Security Provider by clicking Cancel
to exit the Installation ‘Wizard.

MOTE: Common Entrust Enteligence Security Provider files will be installed by default to
the Comman Files folder.

Destination Folder

C:%Program Files\E ntrusthESPY

¢Back || Hests | [ Cancel
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7. In the “Entrust Entelligence Security Provider Setup” Select Installation Type dialog select
“Typical”, then select “Next”.

i% Entrust Entellipence Security Provider Setup

Select Installation Type

Select the desired installation type.

A, default set of application features will be installed. This option is
recommended for most uzers.

Uze thiz option to choose which application features you want
installed. Recommended for advanced users.

[ ¢ Back " Mext » ] [ Cancel ]

8. In the “Entrust Entelligence Security Provider Setup” Ready to Install the Application dialog, select
“Next”.

i& Entrust Entelligence Security Provider Setup

Ready to Install the Application
Click Mest to begin installation,

Click the Back button ta reenter the installation information or click Cancel to exit
the wizard.

<Back [ Memt> | [ Cancel
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9. The software will be installed on your system.

i& Entrust Entelligence Security Provider, Setup

Updating System

The features pou selected are currently being installed.

Imitializitig. .

10. In the “Entrust Entelligence Security Provider Setup” dialog, select “Finish”.

i@ Entrust Entelligence Security Provider Setup g|§|§|

Entrust Entelligence Security
Provider has been successfully
installed.

Click the Finizh button to exit thiz installation.

Einish |

Fiscal Service Public Key Infrastructure
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11. Reboot your system to make the new software initialize. After you reboot and re-authenticate to
your system, please proceed to the “Smart Card Initialization” section of this manual if you have a
new Smart Card.

Shut Down Windows

|I' ,Mlm:mfr

m_' V

-
¥ |

Copyright € 1985-2001 . Profess

Microsoft O

Ends wour session, shuts down Windows, and starts
Windows again,

L Ok J[ Cancel H_ Help J
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2.3. Cisco Systems VPN Client

Once you have initialized your Smart Card (Section 3), Retrieve & Register Certificates (Section 4),
you may proceed with the installation of the VPN client.

Note: If you are using Microsoft Internet Connection Sharing then you must uninstall it before
installing the VPN client.

1. If you obtained a CDROM containing the software from Distributed Systems Branch, browse to the
CDROM, then to the “Public Debt VPN directory. Double click on “bpdvpnclient.exe”

If you did not receive a CDROM, and you downloaded the software via the Public Debt FTP site,
browse to the location where you saved the software and double click on “bpdvpnclient.exe”

The VPN Client installation will begin and start installing files on your system.

Bureau of the Public Debt

@ Pleaze wait while the inztallation updates your Metwark Settings. This may take several minutes.

VPN Client

Fiscal Service Public Key Infrastructure 20



2. In the dialog “Bureau of the Public Debt VPN Client Setup” InstallShield Wizard Complete, ensure
“Yes, I want to restart my computer now.” And then select “Finish”.

Install5hield Wizard Complete

you must restart your computer.

& Hes, | wank to restart my computer now

© Mo, | will restart my computer later.

complete setup.

Bacl Finish |

Bureau of the Public Debt Bureau of the Public Debt ¥PN Client Setup

The InstallShisld Wizard has successfully installed Bureau of
the Public DebtWPM Client. Before you can use the pragram,

Femave any dizks from their drives. and then click Finish to

3. After rebooting your computer, select “Start->Programs->BPD VPN Client->Bureau of the

Public Debt Dialer”. A dialog titled “VPN Client 4.0.3 (4)” will appear. Select the “New” button

on the top left side of the dialog.

# VPN Client - Yersion 4.0.3 [A)

Connection Entries  Status Certificates Log Options Help

Za B 7

Connect R [=0] Import h:ilodify Delete

Connection Entries ]Certificates 1 Log ]

| Connection Entry | Host

Transpart

1

:Nnt connected,

Fiscal Service Public Key Infrastructure
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4. A dialog titled “VPN Client | Create New VPN Connection Entry” will appear. Complete the
following items below:

a) Connection Entry:  BPD VPN
b) Description: BPD VPN
c) Host: vpnl.publicdebt.treas.gov

d) Select “Certificate Authentication”.
e) Under “Name” select the first instance of “/your name] (Microsoft)”.
f) Select “Send CA Certificate Chain”

Select “Save”.

# YPN Client | Create New YPN Connection Entry

Connection Entry: |BPD WP

Description: |BFD VPN

Host: |vpnl. publicdebt. treas.go]

Authentication ]Transpnrt ] Backup Servers ] Dial-Up ]

{7 Group Authentication

I arme; |

Fazsword: |

Conbrm Fazzword: J

{* Certificate Authentication

Mame: | Babs B. Jensen [Micrasaft] -
W Send C4 Cerlificate Chain

Eraze Uszer Pazsward l Save Cancel |
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5. In the dialog titled “VPN Client 4.0.3 (4)”, a new connection entry titled “BPD VPN” will exist.

# VPN Client - Version 4.0.3 (A)

Connection Entries  Status  Certificates Log Options Help

>, . £ =
&3 e R
Connect Mew Impart rdadify Deleta

Connection Entries ]Certificates 1 Log 1

EE B

I Connection Entry I Host Trangport

4

BEFD YPN vpnl.publicdebt.treas.gov IP5ec/UDP

i3

: Mot connected,

6. To initiate a VPN connection to Public Debt, insert your Smart Card into the Card Reader, and select
the “Connect” button in the VPN dialer. You will be prompted to enter the password for your

Certificate Smart card by a dialog similar to the one below:

ActivCard Gold - Enter PIN
Q Enter FIMN code: |m“m’1
k. | Cancel |

Fiscal Service Public Key Infrastructure
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3. Smart Card Initialization

After you perform the software installation in chapter 2, you must first initialize your Smart Card prior to
retrieving your certificate. Refer to section 3.1 below to initialize a new Smart Card. In the event you
forget the PIN/Password to your card, follow the steps in section 3.2 to Re-Initialize your card.

During the initialization process, you will be prompted to enter a new PIN. This PIN is the password you
will use to unlock your smart card each time it is used. This password must conform to Public Debt
password standards.

It is critical you complete these steps as documented, and most important, document the “Unlock Code” that
will be presented to you near the end of the initialization process. Failure to document the “Unlock Code”
will result in the inability to recover your card if you forget your password, of if the card becomes corrupted.
If this were to occur, the chip in the card may not be re-used and a new card must be issued to you.

3.1. Initializing your new Smart Card

1. After the installation of the ActivCard Gold middleware, and a reboot of your PC, you will see an
image of a blue Smart Card in a reader in the lower right corner of the screen in the “System Tray”.

Fiscal Service Public Key Infrastructure 24



3. A dialog titled “ActivCard Gold Utilities” will appear on your screen, and you will see the contents

“please enter your card”. Enter your Smart Card into the reader.

"\ ActivCard Gold Utilities

File Action Tools Help

Smart Card Content

o

4. Ifyou have a new card, or if the card has been reset, the software will recognize that it has not been
initialized, and will present you with a question “Would you like to initialize it now?” Select “Yes”

ActivCard Gold Utilities

\..v Your card is not initialized, Waould you like to initialize it now?

Fiscal Service Public Key Infrastructure
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5. A dialog titled “ActivCard Gold — Initialize Smart Card” will appear to begin the process. In the
field “Username”, enter your full name. In the field “New PIN”, enter your password. Enter your
password again in the “Confirm” field. After you are completed entering your information, select
“Initialize”. The PIN/Password is the password you will always use to unlock your Smart Card

ActivCard Gold - Initialize Smart Card

Usermame: |Ea|:|$ B. Jenzen
Mew PIM: ERREXNHANE
Confirm: ERREXNHANE

Initialize Cloze |

6. A dialog should appear with the status “The smart card was successfully initialized.” Select “OK”.

ActivCard Gold Utilities 3

1 } The smart card was successFully initialized,

7. A small status splash will appear on your screen notifying you to “Please wait while the smart card
is being accessed”.

Q Pleaze wait while the zmart card iz being acceszed...
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8. After a moment, the “ActivCard Gold Utilities” dialog will re-appear showing you the contents of
the card.

"\ ActivCard Gold Utilities
File Acktion Tools Help

Smart Card Content I

(£ Quick Fil

(2 Metwork Login
(L7 Digital Certificates
[C1 CA Cedificates

Cloge

9. Right click on “CA Certificates” in the “ActivCard Gold Utilities” dialog, and select “Import CA”.

 ActivCard Gold Utilities

File #&ction Tools Help

Smart Card Cantent l

@Q Babsz B. Jenzen's smart card
PIM
[ Quick Fil
3 Metwark Lagin
(L3 Digital Certificates
@

Irnpart CA...

Change PIN...
Unlock Card...

10. Browse to the location of the Fiscal & Treasury Root CA certificates. If you have the CDROM, they
are located in [CDDrive]\Fiscal Service CA\CA Certificates\. Copy the files rootca.cer and
fiscalca.cer to your Desktop. If you do not have the CDROM, browse to the location where you
saved the CA certificates when downloading them from the Public Debt FTP site URLs above.
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11. Select “rootca.cer”, and then select “Open”.

Please select certificate file

Laak jn; |E} Cy Certificates j &
- fiscalca, cer
Lgb' &8 ‘rootca.cer
ky Recent
Documents
;-[:

MNMazltan

12. A status dialog will appear notifying you that the certificate is being imported.

% Pleaze wait while your certificate iz being imported...
.

13. Right click on “CA Certificates” in the “ActivCard Gold Utilities” dialog, and select “Import CA™.

. ActivCard Gold Utilities

File Action Tools Help

Smart Card Content l

ﬂ Babz B. Jenszen's zmart card
PIN
[ Quick. Fill
[ Metwork Login
[C3 Digital Certificates

Imnport CA...

b Cé's certificate

Change PIN...
Unlock Card. ..

Fiscal Service Public Key Infrastructure
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14. Browse to the location of the Fiscal & Treasury Root CA certificates. Select “fiscalca.cer”, and then

select “Open”.
Please select certificate file

Look, jr: | | Ca& Certificates j
_2 EE fiscalca, cer
- ru:u:utu:a.u:er
ty Hecent
Documents

e

15. A status dialog will appear notifying you that the certificate is being imported.

% Pleaze wait while your certificate iz being imported...
.

16. Both of the CA Certificates should now be in the “CA Certificates” container on the Smart Card.

"\ ActivCard Gold Utilities
File Action Tools Help

Smart Card Content l

= FIN
(£ Quick Fil
(2 Metwork Login
[Z1 Digital Certificates
-5 CA Certificates
a Certifizate - Fizcal Service's certificate
i Certificate - US Treasury Root CA's certificate

Cloge
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17. Completely remove and re-insert your Smart Card into the reader®. You will be prompted to re-
login to your card. Enter your PIN/Password and select “OK”.

* Your screen may lock when you remove the smart card. If this occurs, press
<CtrlI><Alt><Delete>, enter your User ID and Password, and then <Enter> to log back into your
system. Insert your card back into the reader and resume this procedure.

ActivCard Gold - Enter PIM
Q Enter PIN code: |mmm1
k. | Cancel |

18. The dialog “ActivCard Gold — Unlock Code” will appear after a successful login. Locate the Unlock
Code and write it down in the space provided below.

Unlock Code:

Once you have placed the unlock code in this manual, be sure to keep this manual in a secure
location in the event you forget your password, or lock your card due to too many login attempts.
This Unlock Code will be used in section 3.2. Select “Close” to close the dialog, and then close the
“ActivCard Gold Utilities” dialog.

ActivCard Gold - Unlock Code

Q nlack Code Reminder
Thiz code allows pou to unlock your smart card in the event it becomes locked.
Yau card will lack when vau lose ar forget pour PIN code. Yau shauld write it
down and keep it zecret to be able to unlock the card in the future,

nlock Code: unlock codes appsars hers

[ Mever dizplay the Unlock Code again

This completes this section. You may now proceed to section 4.
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3.2 Unlocking your Smart Card

1. Find the image of a blue Smart Card in a reader in the lower right corner of the screen in the “System
Tray”.

2. Right click on the image of the card in the reader, and then select “Utilities”.

Disable Auko-Fil

3. A dialog titled “ActivCard Gold Utilities”, will appear on your screen, and you will see the contents
“please enter your card’. Enter your Smart Card into the reader.

"\ ActivCard Gold Utilities
File Acktion Tools Help

Smart Card Content

o
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4. You will be prompted to re-login to your card. Select “Cancel”.

ActivCard Gold - Enter PIN
‘ Enter FIM code:; |“mm’1
k. | Cancel |

5. The “ActivCard Gold Utilities” dialog will only show the “PIN” container.

% ActivCard Gold Utilities x|

File Action Tools Help

Smart Card Content

Cloze
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6. Inthe “ActivCard Gold Utilities” dialog select “Action” then “Unlock Card...”

% ActivCard Gold Utilities =]
File | Action Toaols Help

Initiglizes .,
Sm
Reset Card. ..

oﬁ Properties ard

Change PIM...
Unlock Card...

Refresh F5S

Cloze

7. A dialog titled “ActivCard Gold Utilities — Unlock PIN Code” will appear. Enter your “Unlock
Code” you wrote down on Step 21 in Section 3.1 “Initializing your new Smart Card”. In the field
“New PIN”, enter your password. Enter your password again in the “Confirm New PIN” field. After
you are completed entering your information, select “OK”

ActivCard Gold - Unlock PIN Code - x|

@ Pleaze enter your unlock code and chooze a new PIMN.

Unlock Code: [204DC30760887300
Mew PIMN; Ixxxxxxxxx
Canfirm Hew PIN: |=1

0k I Cancel |
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8. An “ActivCard Gold Utilities” informational dialog should appear notifying you that “7The smart
card was successfully unlocked.” Select “OK”.

ActivCard Gold Utilities ] x|

@ The smart card was successfully unlocked.
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3.3 Resetting your Smart Card

Resetting your Smart Card will completely destroy the entire contents of the card! This will
require you to perform Sections 3.1 “Initializing your new Smart Card” and 4.2 “Key Recovery” in
order to use your card for any purpose.

1. Find the image of a blue Smart Card in a reader in the lower right corner of the screen in the “System
Tray”.

2. Right click on the image of the card in the reader, and then select “Utilities”.

Disable Auko-Fil

3. A dialog titled “ActivCard Gold Utilities” will appear on your screen, and you will see the contents
“please enter your card’. Enter your Smart Card into the reader.

"\ ActivCard Gold Utilities
File Acktion Tools Help

Smart Card Content

o
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4. You will be prompted to re-login to your card. Select “Cancel”.

ActivCard Gold - Enter PIN
‘ Enter FIM code:; |“mm’1
k. | Cancel |

5. The “ActivCard Gold Utilities” dialog will only show the “PIN” container.

% ActivCard Gold Utilities x|

File Action Tools Help

Smart Card Content

Cloze
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6. Inthe “ActivCard Gold Utilities” dialog select “Action” then “Reset Card...”

File:

Srr

% ActivCard Gold Utilities

Action Tools  Help

Initiglizes .

Reset Card. ..

Properties

Change PIM. ..
Unlock Card. ..

Refresh F5

R

Close

7. A dialog titled “ActivCard Gold Utilities — Reset Smart Card” will appear. Select “Unlock Code”,

and then enter your “Unlock Code” you wrote down on Step 21 in Section 3.1 “Initializing your new
Smart Card”. Select “OK”

ActivCard Gold - Reset Smart Card

Pleaze indicate whether your smart card wagz initialized using E ntrust
software. If this iz not the case, please enter your PIM code or Unlock
code.

x|

— Select reset method

) Entrust [ritialized Eard

i PIM: I

¥ Unlock Code: |2D4DE3EI?EEIBE?3DEI

Ok I Cancel
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8. A dialog will appear asking “Are you sure you want to reset this card?” Select “Yes”.

ActivCard Gold Utilities x|

® Are you sure you wank bo reset this card?

9. An “ActivCard Gold Utilities” informational dialog should appear notifying you that “The smart
card has been successfully reset.” Select “OK”.

ActivCard Gold Utilities ] |

@ The contents of the smart card has been successfully resst,

10. Proceed with Step 4 in Section 3.1 and complete the rest of Section 3.1 to re-Initialize your Smart
Card. Please note that your “Unlock Code” will change to a different value, so be sure to re-
document the new value in Step 21.

", ActivCard Gold Utilities x|

File:  Action Tools  Help

Smart Card Content |

JQ Babz B. Jenzen's smart card

Lo PN

ActivCard Gold Utilities ] =

@ Your card is not initialized, Would wou like ko initialize it now?

Yes | Mo I

Cloge |
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4. Certificate Retrieval

In order to obtain a Certificate from the Fiscal Service Certificate Authority, you must first complete the
registration process. This must occur for both “First Time” certificate Retrievals as well as for the Key
Recovery Process.

For Initial Registration, you must initiate this process with your designated Registration Authority. Your
Public Debt Information Systems Security Representative (ISSR) and Backup Information Systems
Security Representative (BISSR) should be your Fiscal Service Certificate Authority Registration
Authority.

For initial registration, you are required to fill out Form FS-6 “Certificate Application”, as well as
providing two forms of picture identification.

For key recovery, you are required to fill out Form FS-7 “Certificate Recovery”, as well as providing
two forms of picture identification.

Acceptable forms of identification are your Drivers License and your Public Debt Badge/Smart Card.
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4.1. “First Time” Retrieval

The following procedures should be performed after you have installed the software using the
procedures in Section 2, and after you have initialized your Smart Card using the procedure in
Section 3.1.

1. You will see an image of a Red “X” and Yellow Key in the lower right corner of the screen in the
“System Tray”.

-

2. If your Smart Card is not in the reader, enter your Smart Card into the reader, then right click on the
image and select “Enroll for Entrust Digital ID”.

Enfrust

Securing Digital ldentites
& Infarmatien

Options, ..

Enroll Far ERtr
Recover Entrust Digital 1D, ..

Help

Log In..,

3. An “Enroll for Entrust Digital ID” Welcome dialog will appear. Select “Next”.

&FEnroll for Entrust Digital ID i ]

welcome to the Enroll for Entrust
Digital ID Wizard

An Entrust digital ID may enable you to encrppt, digitally sign,
and authenticate file, e-mail, \wWeb, and irtual Private Metwark,
[WPH] tranzactions. “vour administrator will determine the
functionality of wour Entrust digital 1D,

The Enrall for Entruzt Digital 1D wizard helps you:
- create an Enbust digital 1D

- save the Entrust digital ID on your computer, in a
Directory, and/or on a smart card

j'J If wau are enralling with a smart card, insert the smart card
into the reader.

To continue, click Mext.

< Back Cancel
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4. At the “Enroll for Entrust Digital ID” Specify your activation codes dialog, enter your Reference

Number and Authorization Code*. Select “Next”.

* A Reference Number is always a numeric value. The Authorization Code is a combination of
letters, numbers, and dashes. An Authorization Code will never contain the letter ‘O’.

&% Enroll for Entrust Digital ID

Specify your activation codes
The wizard needs to know pour activation codes go that it can enroll for an Entrust
digital [T that is right far you.

Enter pour reference number and autharization code:

Reference number; |324021 oo

Autharization code: |M?HV-H?F|E-T Cg

i) “Your administrator should have provided these values to you [for example,
reference number; 91480170 and authorization code; CRTJ-2V0R AFNS).

< Back I MNest > I Cancel |

5. Atthe “Enroll for Entrust Digital ID” Confirm Entrust Digital ID Enrollment dialog select “Next”.

&FEnroll for Entrust Digital ID

Confirm Entrust Digital I Enrollment
Entrust iz now ready to enroll for your Entrust digital 10

Click the Next button to enroll for wour Entrust digital 10,

j,l our administrator may have configured pour enroliment to display dialog boxes
from other wendors. For example, Microzoft and/or smart card vendor's dialog
bowes may appear during this part of the enroliment wizard.

< Back

Cancel
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6. The Certificate Retrieval process will begin. During this time, there will be activity between the
software and your Smart Card.

During the retrieval process, you may receive an “ActivCard Gold — Enter PIN” dialog. Enter your
PIN/Password, and then select “OK”.

The image of the Smart Card in a Reader that is located in your System tray will flash between red
and blue to notify you of the activity. During this time, do not remove your smart card.

=t Entoll for Entrust Digital 1D

Confirm Entrust Digital ID Enrollment
Entrust iz now ready to enroll for your Entrust digital 1D

Enrolling for Entrust digital ID; pleaze wait.

Generating Signing key pair...

\i‘J “Your administrator may have configured your enrallment ta display dialog boxes
from ather wendors. For example, Microsoft and/or smart card vendor's dialog
boxes may appear during this part of the enroliment wizard.

 ——)
1
1

< Back | HMests | Caticel |

7. Atthe “Enroll for Entrust Digital ID” Completing the Enroll for Entrust Digital ID dialog select
“Finish”.

roll for Entrust Digital ID |

Completing the Enroll for Entrust
Digital ID Wizard

The Enrall for Entrust Digital 1D Wizard has completed:

- creating pour Entrust digital 1D
- zaving the Entrust digital ID on wour computer, in a
Directory, and/or on & smart card

Your Entrust digital ID may now be uzed to encrept, digitally sign,
and/or authenticate transactions. Your administrator has
configured the specific functionality of your Entrust digital [0

Ta cloge this wizard, click Finish.

< Back Cahce!

This completes this section. Please proceed to section 4.3.
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4.2 Key Recovery

The following procedures should be performed after you have initialized your Smart Card using the
procedure in Section 3.1.

1. You will see an image of a Red “X” and Yellow Key in the lower right corner of the screen in the
“System Tray”.

-

2. If'your Smart Card is not in the reader, enter your Smart Card into the reader, then right click on the
image and select “Recover Entrust Digital ID”.

Enfrust

Securing Digital Identities
& Infarmation

Options. ..

Enroll far Entrust Digital ID. ..
r Entrust Digital ID...

Help

Log In...

3. A “Recover Entrust Digital ID” Welcome dialog will appear. Select “Next”.

E_}Recnver Entrust Digital ID 5'

Welcome to the Recover Entrust
Digital ID Wizard

An Entrust digital ID may enable you to encrept, digitally sign.
and authenticate file, e-mail, Web, and Virtual Private Metwork
[WPH) tranzactions. vour administrator will determine the
functionality of wour Entrust digital 1D,

The Recover Entrust Digital 1D Wizard helps pou:
- recover an Entrust digital |D

- gave the Entrust digital D on wour computer, in a
Directory, and/or on & smart card

i) Ifyou are recovering with a smart card, inzert the smart
card into the reader.

To continue, click Mest.

< Back Cancel
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4. At the “Recover Entrust Digital ID” Specify your activation codes dialog, enter your Reference
Number and Authorization Code*. Select “Next”.

* A Reference Number is always a numeric value. The Authorization Code is a combination of
letters, numbers, and dashes. An Authorization Code will never contain the letter ‘O’.

&> Recover Entrust Digital ID

Specify your activation codes

The wizard needs to know pour activation codes so that it can recover pour
Entrust digital 1D

Enter pour reference number and authorization code;

Beference number: |824021 23

Athorization code: |QDGW'3‘5-D<'THB:'1

i) our admikistrator should have provided these values to you [for example,
reference number: 91480170 and autharization cade: CRTJ-8Y0R-FNS].

< Back I Mest » I Cancel |

5. At the “Recover Entrust Digital ID” Confirm Entrust Digital ID Recovery dialog select “Next”.

&> Recover Entrust Digital ID

Confirm Entrust Digital ID Recovery
Entrust iz now ready ta recover your Entrust digital 1D,

Click the Next button to recowver your Entrust digital 0.

j‘,l “Y'our administrator may have configured pour recovery to display dislog boxes from
other vendors. For example, Microgsoft and/or smart card vendor's dialog bores
may appear during this part of the recovery wizard.

< Back Cancel
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6. The Certificate Retrieval process will begin. During this time, there will be activity between the

software and your Smart Card.

During the retrieval process, you may receive an “ActivCard Gold — Enter PIN” dialog. Enter your

PIN/Password, and then select “OK”.

The image of the Smart Card in a Reader that is located in your System tray will flash between red

and blue to notify you of the activity. During this time, do not remove your smart card.

@3 Recover Entrust Digital ID

Confirm Entrust Digital ID Recovery
Entrust iz now ready to recowver pour Entrust digital 0.

Recovering Entrust digital ID; please wait.

Retrieving policy certificates...

\i‘J Your administrator may have configured vour recovery to display dialog baxes from
other vendors, For example, Microsoft and/or smart card vendor's dislog boxes

may appear during thiz part of the recowvery wizard,

< Back | HMests |

Cancel |

7. Atthe “Recover Entrust Digital ID” Completing the Recover Entrust Digital ID dialog select

173 NP A1)
Finish”.
» Recover Entrust Digital ID

Digital ID Wizard

Ta cloge this wizard, click Finish.

The Recover Digital ID Wizard haz completed:

- recovening your Entrust digital [0
- gzaving the Entrust digital ID on wour computer, in a
Directory, and/or on & smart card

Completing the Recover Entrust

Your Entrust digital ID may now be uzed to encrept, digitally sign,
and/or authenticate transactions. Your administrator has
configured the specific functionality of your Entrust digital [0

< Back

Cance|

This completes this section. Please proceed to section 4.3.

3
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4.3 Register Certificates

This must be performed after you have successfully retrieved your certificates.
For each PC where you may use your smart card, perform the remaining steps after installing the
software. This tells the Operating System on the PC where to find the Certificates on your Smart
Card.

1. Launch ActivCard Gold Utilities, enter your Smart Card, and login with your PIN/Password.

2. Inthe “ActivCard Gold Utilities” dialog, select “Tools” then “Register Certificates”.

% ActivCard Gold Utilities x|
File aAction | Tools Help
reqisker Certificates
Smart Card \egister Certificates. ., I

Generake Dyranic Passwiord, .,

Options...

2 Fl

8 Quick Fil

{:l Mebwork Login
{27 Digital Certificates
B CA Certificates

LCloze

3. A dialog will appear asking you “Do you wish to proceed with this action?” Select “Yes”.

ActivCard Gold Utilities i |
@ This action will ensure that the certificates on the smart card can be used by applications on this computer,
It is only necessary to perform this action in the Following circumstances;

- You installed one or more certificates on your smart card using another computer
- %ou installed a certificate using different application from the one you plan to use it in

{e.g. a certificate was installed using Metscape and vou now inkend bo use it in Internet Explorer)

Do wou wish to proceed with this action?

Fiscal Service Public Key Infrastructure

46



4. A “Security Warning” dialog will appear asking you “Do you want to install this certificate?” Verify

the SHA1 “Thumbprint” below, and then select “Yes”.

SHA1 Thumbprint: C2D405C8 0570CB42 2BF4C4E(0 CF6BAG6F5 A49DF2CB

Root Certificate Store .

'E Do wou wank bo ADD the Following certificate to the Rook Store?
L

Subject : US Treasury Root C&, Certification Autharities, Department of the Treasury, U5, Government, 5
Issuer : Self Issued

Time Yalidity : Monday, March 11, 2002 through Sunday, March 11, 2012

Serial Number : 3CEDZDFE

Thurnbprint {shal) : CZ0405C8 0S7OCE4Z ZEF4C4ED CFEBAGBFS A49DFZCE

Thurnbprint {mdS) : 0AFEIATE BOSE0S0S 23600310 443373

5. A dialog will appear confirming, “The certificate has been successfully installed.” Select “OK”.

ActivCard Gold Utilities |

@ The certificate has been successfully installed,
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5. Notes
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6. Troubleshooting

Problem Description

Solution

“I receive an error message
about a PC/SC error.”

e Disconnect and reconnect your Smart Card Reader.
e Ifitis embedded in the laptop, please reboot.
e If the problem persists, please contact the Public Debt Help Desk

“I receive a message in
ActivCard Gold Utilities that
the Smart Card Service is not
started.”

e Perform the following steps to recover the Smart Card Service :

De-install ActivCard Gold

Reboot

Stop the smart Card service

Open a command prompt and enter the following two commands:

aoc o

Regsvr32 %windir%)\system32\scardssp.dll
Scardsvr reinstall

e. Make the following registry changes:

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\SCardSvr]
"Start"=dword:00000002
"ObjectName"="NT AUTHORITY\\LocalService"

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\SCardDrv]
"ObjectName"="NT AUTHORITY\\LocalService"

f. Reboot
g. Install ActivCard Gold & Reboot
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This will completely re-install the smart card service.
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Problem Description Solution

“I forgot to write down my The chip in your badge is now useless. This card cannot be recovered by anyone unless you remember the
unlock code when I password. Please request a new badge be issued.

initialized my card, now |
forget my password.”

No matter how many times I | You most likely have the Microsoft Proxy Client installed on your system.
try from the BPDLAN, I can
not Enroll or Recover my Find the proxy client icon in the system tray, right click on it, and select disable.
Digital ID (Certificate) Re-try the retrieval procedures in section 4.

Once you have successfully retrieved your certificate, you may re-enable the Proxy Client. If you still
encounter errors, please contact the Public Debt Help Desk.
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